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Landau is a humber theorist, cryptogra- NSA Revelations /DUb//( Ze(ZLUf@

pher, and cybersecurity expert who has  October 22, 5-6:15 p.m., Hubbell Auditorium
held many positions in both academia

PR Eoresievan) and industry (Sun Did the documents released this summer cause

BT T YR haoogle). She is currently irreparable harm, or were these facts that should

be publicly examined? What are the facts, any-
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B HEE A Wardaster Polytechnic Institute. how? This talk puts the NSA revelations in context,

AT ot explaining what’s new, why it matters, and what

; a professor of cybersecurity policy in the
vDép"art‘ment of Social Science and Policy
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i ', might happen next. This area is so densely overlaid
; yé. q?é» D 4 by laws and secret rulings that even the lawmakers
L‘;.E}'-’u) r:: %89 "14‘, .; who created it can’t always see inside. So part of
¥l the talk will simply clear the underbrush to get a
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feel for the general shape of the forest; then | will
'53’ ngqzﬁ discuss what’s new, what was already known (by
l?m anyone paying attention), what was surprising, and
y what is most disturbing.
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Cryptography and Privacy—
and the Role for Mathematicians—
| and lI
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October 24, 1-2 p.m., Goergen Hall, Room 108

In 1977, the National Bureau of Standards an-
nounced a block-structured algorithm designed
by IBM and using a 56-bit key would be the new
Data Encryption Standard (DES). Its design, which
had been vetted by the National Security Agency,
: was considered suspect; its key length, even more
) 4. -h)‘\ AN '"r‘T*., so. In the same year, Rivest, Shamir, and Adleman

/ f' ¢ "l A
‘ "J’ ""’{‘4 .r'&g"_ p \1._*,' announced a public-key cryptosystem for transmit-

,g. ,.L v‘] c; qu »“:" Y ting information securely over an insecure channel.
é i:%};\’;‘}"ﬁ" ‘g" Y The RSA algorithm was dependent on factoring
ﬂ 93 v { ,?? integers being computationally hard—but no one
! knew that was true (that is, there was no lower
bound on how hard it is to factor). In the nearly
40 years since that time, we’ve developed some
mathematical theories for cryptography and some
understanding of what privacy might mean from a
mathematical standpoint. In these two talks, | will
illuminate the types of insights mathematicians
have brought and can bring to important technical

and policy issues in cryptography and privacy.
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